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UCONN TECH PARK

Eversource Energy Center Pillar 3

Renewable Energy Integration

* Pillar Objectives: This pillar aims at understanding the future
impacts of very high levels of penetration of intermittent
generations on power systems and developing enabling technologies
to ensure reliable and resilient grid planning and operation

* Projects Selected: 3 funded projects

J Ali Bazzi: Next-level Grid Resilience by Utilizing Sensors in Distributed Power Converters
(J Caiwen Ding: CLIMB: Connecticut’s Low-carbon, Innovative, and Modernized electric grid for

Better resilience
J Malaquias Pena: A Regional Weather-Power Forecasting System (WPFS) for Granular Energy
Prediction and Resilience Analysis: System Design, Implementation, and Demonstration



UCONN TECH PARK

Eversource Energy Center Pillar 4

Cyber-Physical System Security

* Pillar Objectives: This pillar aims at the deployment of technologies
at Eversource distribution infrastructure and machine learning-based
applications potentially for use within the control room to
continuously monitor the state of the DERs at critical points on our
grid, identify and isolate where the cyber intrusion is detected.

* Projects Selected: 2 funded projects

[ Sung Yeul Park: Development of Reliable and Resilient Cyber Physical Distributed Energy
Resources using the Smart inverter control and Reinforcement Learning Algorithms

M Junbo Zhao: Distribution System Cyber-Physical Security RTDS Testbed with High Penetration
of DERs.



Grid Enhancing Technologies for Offshore Wind Grid Integration ™. connTECH PARK

-Pl Junbo Zhao

$3.6M DOE grant for field demonstration project to provide detailed analysis and validation for using DLR in
benefiting offshore wind integration. The successful story can be shared with other utilities for national impacts
given ambitious offshore wind integration planin U.S.
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CyberCARED: Northeast University Cybersecurity Center for

Advanced and Resilient Energy Delivery-Pl Junbo Zhao LUCONN TECHSSSS

$3.6M DOE grant to develop a network of university-based regional electric
power cybersecurity center to address interrelated research and Resarc, Took
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CyberCARED: Northeast University Cybersecurity Center for

Advanced and Resilient Energy Delivery-Pl Junbo Zhao UCONN TES
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Pillar 3 - Project 1
[

UCONN TECH PARK

Project 1: Next-level Grid Resilience by Utilizing Sensors in Distributed

Power Converters — Ali Bazzi

Max. Power Tracking

Project Team: p— )
PI- Dr. Ali Bazzi — Solilnvertl AC‘ Fllter Sensor Data | Digl:it;:]:i‘on
Requested Funding: ~$88k, Two-year effort i L | | Coftecton PowerFlox

Motivation and Objectives:

* Power converters in distributed energy resources have built-in sensors
currently under-utilized and inaccessible to utilities

* Data from distributed sensors can be used to detect and respond to grid

.
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respond to grid disturbances in real-time, such as voltage sags and | l e Legend
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* Power Connection
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Proposed microgrid utilizing converter
sensors with optimal energy management

Approach: Main research tasks:
* Effortis focused on modeling, simulating and building a small-scale AC * Collection of power converter sensors from lab-scale microgrid and
microgrid with solar PV arrays and storage systems. simulations including solar PV, Li-ion battery racks, electronic and passive
* Converter sensor data are collected and fed to the optimal energy loads, and grid connections
management system. * Pre-processing of data to identify changes in operational conditions and
* Data are then processed for critical information by using logic-based and Al constraints of existing sources, loads, and grid conditions
techniques that further enhance observability and latest distributed * Faultinjection in the microgrid and utilization of the sensor data collection
oscillation detection with resilience against contaminated measurements. for fault diagnosis
* Logic-based and machine learning techniques with PCA-based feature
@PEARL selection and Bayesian filter techniques for fault diagnosis

Power =lectronics &
vrives Advanced
research i.aboratory




Pillar 3 - Project 2
[

electric grid for Better resilience — Caiwen Ding UCONN TECH PARK

Project 2: CLIMB: Connecticut’s Low-carbon, Innovative, and Modernized

Challenges:

The intermittency of Distributed Energy Resources (DERs) -> difficulties of meeting future
demand.

The increase of severe weather events -> challenging in managing power systems

Motivation:

assess how the Connecticut’s electric grid of the future could be resilient to an increase in
frequency and intensity of severe weather events and increased demand from new sectors (e.g. L
transportation), given

 decommissioning of traditional generators ‘ N
* high penetration of renewable energy resources

* presence of storage technologies

DISTRIBUTED ENERGY
RESOURCE MANAGEMENT

Goal:

Task 1 Enhanced Demand Prediction

e 1-to 24-hour ahead future demand based on historical demand data, day of the week, and weather conditions

* Simulate hourly level demand changes in 1 to 20 years, through the consideration of future trends (e.g. EV adoption,
batteries, price level changes) which may affect the demand curve (e.g. deepening of the duck curve).

Task 2 Adding Spatial Scale

* Adding spatial location information through graph neural network

Ql Q2 Q3 Q4

Deliverable.
(1) Technical reports or published articles describing the details of the developed method and the evaluation data/results;
(2) Open-source implementation of the proposed methods in Github upon approval.



Pillar 3 - Project 2

Project 2: CLIMB: Connecticut’s Low-carbon, Innovative, and Modernized =

electric grid for Better resilience — Caiwen Ding UCONN TECH PARK
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Pillar 3 - Project 3

Project 3: High-Impact weather and power system simulator for renewable =

energy integration and resilience analysis— Malaquias Pefa UCONN TECULSE

Goal: Create a virtual replica of a fine-resolution weather-power grid dynamical system to simulate future grid responses under hazardous and stressful
conditions for DER planning and resilience analysis

Set up a special configuration of UFS-SRWF Weather conditions and Load and VRE supply Metrics for Energy Resilience
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Energy distribution systems are vulnerable to a diverse
and dynamic set of disruptions. - @ : |
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UCONN TECH PARK

Project 1: Development of Cyber-Attack Detection Algorithms using the

Smart Inverter and Machine Learning- Sung Yeul Park

» A round-attack game framework to initiate attacks on smart inverters causing severe voltage
violations.

» Used co-simulation model of OpenDSS to simulate these attack strategies and tuned
XGBOOST and TPOT-AutoML for detection, achieving precision rate of 97%.
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UCONN TECH PARK

Project 1: Development of Cyber-Attack Detection Algorithms using the

Smart Inverter and Machine Learning- Sung Yeul Park

Detect cyber-attacks using smart inverter " Load (controlled)

/ Transmission Line

Power Meter

* Revise the available three-phase inverter evaluation module

* Integrate into the three-phase testbed

Cyber Physical Security Hardware Testbed

CB Module

* Lucas-Nuelle Module is the three-phase power bus testbed

* Add smart inverter, Raspberry Pi, Network cards 3-Ph AC Source
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Project 2: Distribution System Cyber-Physical Security RTDS Testbed with = et

High Penetration of DERs — Junbo Zhao and Ankur Srivastava UCONN TECH PARK

» Cyber-physical co-simulation framework to emulate various types of attacks on distribution
systems and identify the weak points of the system.

[ System Vulnerability Metrics J

Cyber-physical System Architecture
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Project 2: Distribution System Cyber-Physical Security RTDS Testbed with = et

High Penetration of DERs — Junbo Zhao and Ankur Srivastava UCONN TECH PARK

> Development of a cyber-physical security simulation |EEE 13-bus Feeder System with 4 Distributed Energy Resources
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